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1. Working per VPN access (remote)

We got two options to sign up to the system for working remote. Which access you have to use depends on
authorizations granted.

1.1. VPN Client

The VPN client can only be used when owning administration rights on your computer.

To open the VPN Client check weather the icon is already linked to the desktop of your computer.
The Icon for VPN access is the following :

{3

OpenVPRGLU

Open the access by double click on the Icon.

In case there is no link on your desktop, search the windows menue by clicking on the ,start* button and
going through the list of applications.
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Alternatively you can directly start typing ,VPN Client* after opening the menue.
The menue search runs automatically and shows the VPN Client in case it’s installed.

Hichste Ubereinstimmung

§ OpenVPN GUI
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You have different options to chose,

- Open the client directly
- Attach the Icon to the start menue
- Pin the Icon onto your tool bar

Author: LE 4 2020-03-19



VPN Usage

Logon:

For a succcessful login ensure that your computer is connected to the internet.
An internet connection is a condition for using VPN.

By double click on the desktop Icon or using the start function ,open®, you can start the VPN Client. It will not
open with a huge window like e.g. Outlook.

It will start in the background and can be found on the right hand side area of the toolbar as open application.

0807

A B ) 02000

Not yet connected the symbol will be shown in grey color with open lock.

Click on the Icon with the right mouse key and chose connect.

|..-.| Ief ormation
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Pacswoit andein

Linstellungiem

Beenden

A pop up window appears which shows the protocol of the background checks of access authorization,
internet connection and connection log. Errors will be shown within the protocol.

Author: LE 5 2020-03-19



VPN Usage

A OpenVPN Verbindung (client O b
Altueller Status: Verbinden

Thu Mar 19 08:25:26 2020 OpenVPN 2.3.3 x86_64-w54-mingw32 [SSL (OpenSSL)| [LZOI [F‘KCS‘I 11 1IPvE] buil
Thu Mar 19 08:25:26 2020 MANAGEMENT: TCP Socket listening an [AF INEI'HZ’? 0.0.1
26

:26:27
Thu Mar 19 08:25:27 2020 MANAGEMENT CMD 1og all on®
Thu Mar 15 08: 2’ 2020 MANAGEMENT CMD hold off’

27 TCP CONNECT
508:25:48 2020 TCPl connect to AF IN 52 157.150.52:11965 failed, will try againin
Thu Mar 15 08:25:53 2020 MANAGEMENT: >5TATE: 1584602753, TCP_CONNECT...

Trennen MNeu Verbinden Minimieren

Connection failure:

In case the protocol shows ,...connection....failed....", at the end of the list, it was not possible to connect to
the VPN client. Please make a screenshot of the window.

Those information will be helpful for the IT colleagues when forwarded to follow up the problem occured.

Successful connection:

As soon as the connection was successfully made, the window disappears.

You will receive an information from the system on the bottom of the right hand side of the screen.

Moreover you can verify that you are connected by the Icon turning to green color and the lock fastened.

By moving the mouse key towards the Icon it will be shown additionally that the client has been connected.
(Verbunden mit = connected with)
(Verbunden seit = connected since)

CpenVPM GUI
Verbunden mit: client
By Verbunden seit: 19.03.2020 09:25

Zugewiesene [P; 10.10.5.145
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Now you can access your computer as usual, open Outlook, logon to SAP etc.

Attention:

The company network paths will not initially be set up and connected automatically.

Connect network paths:
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To get the network paths connected, you have to run a data file which is available on the desktop of each
employees computer.

File name: Login_DE-F

By doubile click on the Icon the connection oft he network paths will be made.
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1.2. Securepoint SSL VPN

In case a user does not have admin rights, he is not allowed to enter VPN by using the VPN Client.
Therefore Securepoint SSL VPN should be installed and used instead.

Check weather the icon is already linked to the desktop of your computer.
The Icon for Security SSL VPN access is the following:

aint 550 VPN

Open the access by double click on the Icon.

In case there is no link on your desktop, search the windows menue like described in content 1.

Logon:

For a succcessful login ensure that your computer is connected to the internet.
An internet connection is a condition for using VPN.

By double click on the desktop Icon or using the start function ,open®, you can start the Secure SSL VPN.
It will not open with a huge window like e.g. Outlook.

It will start in the background and can be found on the right hand side area of the toolbar as open application.

A Y} E [:]:I

19.03.2020 E'IE-

Disconnected the symbol is shown in white color.
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You start the Securepoint SSL by double click on the symbol.
The following window appears.

@ SECUREPOINT SsLvPN vz [X]

client
uns | Zuletzt werwendet:19.03.20 14:33
| u

@ Akiusl, &

Click on the application to connect.

{@-SECUREPOINT SsLveN vz [X]

client
Ie[z:ven\-snde:.-19.03.20 14:33]

@ Akt o

After connection the button as well as the lock turn green.

@ SECUREPOINT SsLwPNv2  [X]

client
‘erbunden:00 D 00 H 00 M
&

gl Securepoint SSLVPN |

1541
19.03.2020

@ sina o A Y =

Now you can access your computer as usual, open Outlook, logon to SAP etc.

To connect the company network paths, run file Login_DE-F as described in content 1.
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2. VPN Check

You find the VPN Check on the internet page schneidermail.com

http://schneidermail.com/

It is used for analyzing connection problems and e.g. checks weather an internet connection and a valid
certificate is available, to which server the IP address is supposed to connect (Fronhausen, Quotshausen.)
etc.

In case connection problems occure and the connection finally fails by using one of the log on options
explained before, it is recommended to execute a VPN check before contacting the IT department.
The information from the VPN check should be available to provide the IT.

HNEIDER

Auf OWA Symbol klicken um ins Mailsystem zu gelangen

Push the OWA button to logon to the Webmail:

&) ﬁ i{‘;Schneider Cloud
TeamViewer
Quicksuppon

DOWNLOAD &

You can start it from the browser in case an internet connection is available.
Recommended is to save it locally to ensure that the check can also be executed offline.

Starting from the browser:

On the example Internet Explorer chose ,execute®.
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Auf OWA Symbol klicken um ins Mailsystem zu gelangen

Push the OWA button to logon to the Webmail:

OWA
b

()

(\‘3;@ Schneider Cloud

@ TeamViewer

Quicksupport

TeamViewer
Quickloin

gt‘t VPN-Check
DOWNLOAD ¥

Machten Sie ,SOM v1.0.exe" (57,0 KB) von ,schneidermail.com" ausfihren oder speichern? | execute| l; [ Speichern | ¥ | Abbrechen

After a short moment a further window appears, chose ,actions”.
(Aktionen = actions)

@ LSOM v1.0.exe” wird nicht hiufig heruntergeladen und kann auf dem Computer Schaden anrichten. Léschen Altionen k Downloads anzeigen

A next window opens up were you either have to once again chose ,further options“ to get on the following view —
Or be able to directly chose one of the listed options.
You have to chose ,execute anyway*.

Fascination for Innovation

Windows Defender SmartScreen — Internet Explorer X
\_@ Das Programm kann auf dem Computer Schaden
= anrichten.
en

Herausgeber: Unbekannt
Name: SOM v1.0.exe

Windows Defender SmartScreen hat gemeldet, dass dieses Programm nicht
haufig heruntergeladen wird und nicht vom Auter signiert st

Wenn Sie das Programm unaufgefordert, in einem Link oder in einer Anlage
erhalten haben, deutet dies moglichenweise auf den Versuch hin, Sie zu
tauschen, Es wird daher empfohlen, das Programm zu lsschen,

—> Programm nicht ausfiihren
(empfohlen)

—> Programm |&schen
=3 BB
N ‘ ‘

Was ist Windows Defender SmartScreen? \

W VPN-GRECK

DOWNLOAD ¥

‘ B3 .SOMv1.0.exe” wird nicht haufig heruntergeladen und kann auf dem Computer Schaden anrichten. Loschen Aktionen Douwnloads anzeigen ‘

Finally a small window opens showing the test protocol after hitting button ,PC Properties®.

First computer name and user will be listed.
After a short period of time the test protocol appears.
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Successful check:

. Schneider GmbH & Co. KG -~ O 4

Computer Name: JZLC2Z2

User Name: SCHNEIDER-DC\12S0EICHHOF
Windows version: Microscft Windows 10 Pro
05 System : 64 Bit Operating System

Intemet connection OK

VPN Metwork Adapteris present = OpenVPN
C:Program Files"OpenPN'\configh 1 250EICHHOF-1583826506.ort - 10
C:\Program Files"OpenVPN'\config'ca.crt - 10.03.2020 05:00:31

Gemany-F Telnet Server is reachable
Gemarny-0 Telnet Server is reachable
e ST T T T

Hong-Kong Telnet Server is reachable
China Telnet Server is reachable
Thailand Telnet Server is reachable
Brazil Telnet Server is reachable

P

Save it locally and start it offline:

Click on the Icon. Depending on the Browser security warnings will come up, which can be skipped.
For example Internet Explorer go to ,save®.

Auf OWA Symbol klicken um ins Mailsystem zu gelangen

Push the OWA button to logon to the Webmail:

WA
15
" y

(905 Schneider Cloud

TeamViewer
Quicksupport

e TeamViewer

QuickJoin

VPN-Check

DOWNLOAD ¥

Mochten Sie,SOM vi.0.exe” (57,0 KB) von ,schneidermail.com” ausfuhren oder speichem? Ausfahren !\' Abbrechen

After a short moment a further window appears, chose ,Display Downloads*.
(Downloads anzeigen = Display downloads)

,SOM v1.0 (4).exe” wird nicht haufig heruntergeladen und kann auf dem Computer 5chaden anrichten.

Lischen Aktionen Downloads anzeigen L\)

Chose ,Actions*.
(Aktionen = Actions)
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|4% Downloads anzeigen - Intemet Explorer - m] *
Downloads anzeigen und nachverfolgen Downloads durchsuchen P
Name Speicherort Aktionen i

i SOMv10..exe 670K8  Dieses Programm wird
nicht héufig e
heruntergeladen und Loschen | Aktionen

kann auf dem —s

Computer Schaden

anrichten.

schneidermail.com

SOMv1.0..exe 67.0KE  Downloads

Ausfidhren
schneidermail.com
& SOMv1.0.exe 670KE  Dieses Programm wird
schneidermail.com nichlhnudiy :
heruntergeladen und Loschen Aktionen
kann auf dem E
Computer Schaden
anrichten.
SOM v1.0..exe &70KE  Downloads 1 v
P
Optionen Liste I5schen | | SchlicBen

Now the file can be saved, e.g. on your desktop.

2 Speichern e b
= = 4 Bl DwerPC > Deskiop v weltep” dure hugchen )

Cugarinseren = Meusr Oydnes == [7]

Y ——— Hame Anderungsdatus K Grale

B 30 Obyekte Ex wurthen keire Suchergebnise gefunden
& Bilder
+ [ Desitop
5| Dokumente
& Downloads
b Wusik
B visec:
& Loksfer Datertrages (1)
s Volume [D:)

o 12S0ERCHHOF [\SCHNEIDER-VF5 BasisondnesS) (k.

L >
Rl AT IR T i
Dateiname | SOM w10
Dateitype | Anwendung w
~ Ordner aushlenden | ;iL}J Abbrechen

The Icon is the following:

By double click in the Icon you can start the VPN check.

Also at this place a security warning appears. You can sKip it.
Chose ,Further Information® —
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Der Computer wurde durch Windows
geschiitzt

And on the following window again ,execute anyway*.

Check with errors:

In case an error occured an additional error message pops up.
You can enlarge the information by clicking on the arrow on button ,Details“ to display the before hidden

error description.

T AT

o b L
P Cnneder amph G

Computer Name: JZLC2Z2

User Name: SCHNEIDER-DCY1250EICHHOF
Windows version: Microseft Windows 10 Pro
05 System : 64 Bit Operating System

PC
Properties

This message is important fort he IT department to follow up and analysize the error.

Author: LE

Schneider GmbH & Co. KG >
S Unbehandete Ausnahme in der Anwendung. Klicken Sie auf "Weiter”,
|’ | um den Fehler zu ignorieren und die Anwendung fortzusetzen. Wenn Sie
' auf "Beenden" klicken, wird die Anwendung sofort beendst.
Wahrend einer Pinganforderung ist eine Ausnahme aufgetreten.
Details | Weter || Beenden
~
sssasssssnine [T Dohiggen St
Um das JIT-Debuggen (Just-dn-Time) zu aktivieren, muss in der
Keonfigurationsdatei der Anwendung oder des Computers
{machine config) der jit Debugging-Wert im Abschnitt system windows forms festgelegt
Die Anwendung muss mit aktivietem Debuggen kempiliert werden.
Zum Beispiel:
<confi W
>
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